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Receiving Secure Email

As the recipient of a secure email, you will first receive an email message indicating that a secure email has been
received. To view the secure email, Save (download) and Open the attached .HTML file.

1y ABCl23@comerica.com

Test Secure email
o i there are problems with how this message is displayed, click here 1o view it in a web browser

message.htmi
L& 178 KB

Do not reply to this notification message. To reply to the sender, ¢
To view your message
B attachmen

lick Read the message.

age.htmi), and "A,""J.‘.‘ the instructions

abc@xyz.com

Save and ©

Sign in using the f

Browsers and email providers screen may behave differently

You will be prompted to sign in with a Microsoft account, a Work or school account, or with a one-time passcode.

®  You can reset the password to your Microsoft account at the following link: https://account.live.com/password/reset

®  You can create a Microsoft account at the following link: https://login.live.com/login.srf?lw=1

Important: If the customer cannot create a Work or School account? If the system does not let them create an account, it means the
Company / Customer already has an 0365 Microsoft account. They will need to contact their IT department to get signed into to the
Microsoft Secure Message Center. They will have to use the email account the message was sent to.

[r( Iy ptec mes sage Which account would you like to sign in with to view your encrypted
message?
abcl123@comerica.com || [pO———
. Sign in with the account you use for OneDrive, Xbox LIVE, Outiook.com, or other
T Microsoft services.

xyz{@abcompany.com #
Ta wew he mess SN N WAEh 3 MICIOSCI 0oL, J0UT work OF SChool 3000UETL OF US2 3 one-bms

= i o ’ e Work or school account
R Sign in with the provided by your work or school ta use with Office 365 or
other Microsoft

Don't want to sign in? Use a one-time passcode to view the message.
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Secure Email With the Comerica Messaging Center

B Microsoft

Cﬂmerica.cﬂ-m

Enter password If you do not know your

password, you click on
I"."----------‘Ill uforgot my paSSWOI’d".

After a successful login, you

Kea igned i
[ keep me signed in will remain logged in.

Forgot my password

Sign in with a different Microsoft account

Sign in

What if | do not receive a notification?

If the notification email message was not received, please ensure that emails being sent from Comerica.com are not
blocked by your mail system. Comerica’s IT team does not generate these emails and will not be able to resend them.

Replying to a secure email: Follow the normal process to respond to secure emails. Emails will be sent securely but
NOT encrypted back to Comerica.
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Secure Email With the Comerica Messaging Center

How to Access a Message Using the One-Time Passcode

1. Open the secure message in your Inbox. The subject line will indicate that the message is encrypted. The following
example is a Yahoo inbox that has received an encrypted message: (if the images are blocked, click “Show Images”)

This message contains blocked images. Show images or Always show images

Ehiemere, Enyi C <EEhiemere@comerica.com>
To: Enyi42_Test@Yahoo.com

You've received an encrypted message from EEhiemere@comerica.com
To view your message

Save and open the attachment (message.html), and follow the instructions.
Sign in using the following email address: Enyi42_Test@Yahoo.com

The information in this e-mail is confidential. It is intended for the individual or entity to whom it is addressed. If you have
received this email in error, please destroy or delete the message and advise the sender of the error by return email.

] Message encryption by Microsoft Office 365

message.html

@ @ B -

2. Double-click message.html
3. A web page will open in a new window:

Comerica Bank Secure Message Center

Encrypted message

From
EEhiemere@comerica.com

To
Enyid2_Test@Yahoo.com

To view the message, sign in with a Microsoft account, your work or school account, or use a one-time
passcode.

@ Sign in

@ Use a one-time passcode

4. Click Use a one-time passcode
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Secure Email With the Comerica Messaging Center

5. One of the following windows will appear:

Comerica Bank Secure Message Center

We sent a one-time passcode to
Testaccount@hotmail.com.

Please check your email, enter the one-time passcode and click continue.
The one-time passcode will expire in 15 minutes.

One-time passcode [ |

[ This is a private computer. Keep me signed in for 12 hours.

~
(#) Continue
—

Didn't receive the one-time passcode? Check your spam folder or get another one-time
passcoge.

6. Switch to your Inbox and retrieve the one-time passcode email:

Your one-time passcode to view the message
This message was moved to the Junk Email folder because you only trust email from senders in your Safe Senders list. It's not spam | Show blocked content

mm Microsoft Office 365 Message Encryption <MicrosoftOffice365@messaging.

|| microsoft.com>

Here is your one-time passcode
96500381

To view your message, enter the code in the web page where you requested
it.

NOTE: This one-time passcode expires 15 minutes after it was requested.

Don't want to use one-time passcode every time you get a protected
message? Use your email address to create a Microsoft account

7. Switch back to the one-time passcode entry screen and enter the passcode:

One-time passcode |96500381| T ]

[JThisisa private computer. Keep me signed in for 12 hours.

Check the “This is a private computer. Keep me signed in for 12 hours.” If you intend to open further secure email
correspondence

8. Click Continue. You should now be able to view the encrypted email.
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Secure Email With the Comerica Messaging Center

How to Access a Message if You Already Have a Microsoft Account

9. Open the secure message in your Inbox. The subject line will indicate that the message is encrypted. The following
example is a Yahoo inbox that has received an encrypted message: (if the images are blocked, click “Show Images”)

This message contains blocked images. Show images or Always show images

Ehiemere, Enyi C <EEhiemere@comerica.com>
To: Enyi42_Test@Yahoo.com

You've received an encrypted message from EEhiemere@comerica.com
To view your message

Save and open the attachment (message.html), and follow the instructions.
Sign in using the following email address: Enyi42_Test@Yahoo.com

The information in this e-mail is confidential. It is intended for the individual or entity to whom it is addressed. If you have
received this email in error, please destroy or delete the message and advise the sender of the error by return email.

] Message encryption by Microsoft Office 365

message.html

@ @ B -

10. Double-click message.html
11. A web page will open:

Comerica Bank Secure Message Center

Encrypted message

From
EEhiemere@comerica.com

To
Enyid2_Test@Yahoo.com

To view the message, sign in with a Microsoft account, your work or school account, or use a one-time
passcode.

@ Sign in

@ Use a one-time passcode

12. Click Sign In
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Secure Email With the Comerica Messaging Center
13. One of the following windows will appear:

Option 1: (if you are not signed in with a Microsoft account)

Which account would you like to sign in with to view your encrypted

message?
. . Microsoft account
Create a Microsoft account for Enyi42_Test@Yahoo.com that you can use to view
this message and to access other Microsoft services, such as OneDrive, Xbox LIVE,
or Outlaok.com

Work or school account

Sign in with the account provided by your work or school to use with Office 365 or
other Microsoft services.

Don't want to sign in? Use a one-time passcode to view the message.

Option 2: (if you are signed in with a Microsoft account)

B® Microsoft
Sign in
You're already signed in.

enyi4d2@outlook.com

Remain signed in with this account.

Sign out and sign in with a different account.

If you have signed in with a Microsoft account that does not match the account the message was received at, the
following window will appear:

You cannot view this message

You are currently signed-in as Enyi42@outlook.com. To view this message, click or tap the link
below to sign out, and then sign in as Enyi42@yahoo.com

~
=) Sign out, and then sign in as Enyi42@yahoo.com
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Secure Email With the Comerica Messaging Center

If you signed in with an incorrect Microsoft account, you must sign out of it first, then sign in with the correct
account.

The following window appears after signing out of an incorrect Microsoft account (it attempts to sign you in the
email address the message was sent to):

% Microsoft

Enyi42 @yahoo.com

Enter password

Fassword

| | Keep me signed in

Forgot my password

14. Enter the password of your Microsoft account.
You may receive a prompt to set up the authenticator app to eliminate passwords (if interested, follow the link)

Click here to access the

[ | | Mi B i
mi Microsoft Microsoft Authenticator App

enyi42@yahoo.com
Securely Access & Manage Your
Break free from your passwords Online Accounts

Get the smartphone app to sign in without a
password. It's more convenient and more secure.

No thanks

s
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Secure Email With the Comerica Messaging Center

How to Access a Message if You Do Not Have a Microsoft Account

1. Open the secure message in your Inbox. The subject line will indicate that the message is encrypted. The following
example is a Yahoo inbox that has received an encrypted message: (if the images are blocked, click “Show Images”)

This message contains blocked images. Show images or Always show images

Ehiemere, Enyi C <EEhiemere@comerica.com>
To: Enyi42_Test@Yahoo.com

You've received an encrypted message from EEhiemere@comerica.com
To view your message

Save and open the attachment (message.html), and follow the instructions.
Sign in using the following email address: Enyi42_Test@Yahoo.com

The information in this e-mail is confidential. It is intended for the individual or entity to whom it is addressed. If you have
received this email in error, please destroy or delete the message and advise the sender of the error by return email.

a Message encryption by Microsoft Office 365

message.html

@ @ B .-

2. Double-click message.html
3. A web page will open:

Comerica Bank Secure Message Center

Encrypted message

From
EEhiemere@comerica.com

To
Enyid2_Test@Yahoo.com

To view the message, sign in with a Microsoft account, your work or school account, or use a one-time
passcode.

@ Sign in

@ Use a one-time passcode

4. Click SignIn
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Secure Email With the Comerica Messaging Center
5. The following window will appear:

Which account would you like to sign in with to view your encrypted

message?
.- Microsoft account
Create a Microsoft account for Enyid2_Test@Yahoo.com that you can use to view
this message and to access other Microsoft services, such as OneDrive, Xbox LIVE,
or Outlook.com.

.

== Work or school account
Sign in with the account provided by your work or school to use with Office 365 or
other Microsoft services.

Don't want to sign in? Use a one-time passcode to view the message.

6. Click Microsoft Account

B® Microsoft

Create account

Looks like you don't have an account with us. We'll
create one for you using Enyi42_Test@Yahoo.com.

Next

7. Click Next

B® Microsoft

< Enyi42_Test@Yahoo.com

Create a password

Enter the password you would like to use with your
account.

treate password

N[
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8. Enter a new password for your Microsoft account

9. Enter your First and Last Name:

% Microsoft

< Enyid2_Test@Yahoo.com

Create account

We need just a little more info to set up your
account.

First name

Last name

Next

10. Enter your Date of Birth

=% Microsoft

< Enyid2_Test@Yahoo.com

Add details

We need just a little more info to set up your
account,

Country/region

United States v

Birthdate

Month ¥ Day Y Year v
Next
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Secure Email With the Comerica Messaging Center
11. Verify your email address and enter the code sent to your mailbox

o5 Microsoft

< Enyid2_Test@Yahoo.com

Verify email

Enter the code we sent to Enyi42_Test@Yahoo.com.
If you didn't get the email, check your junk folder or

try again.

knter code

|#| 1 would like information, tips, and offers about
Microsoft products and services.

Choosing Next means that you agree to the Microsoft Services
Agreement and privacy and cookies statement.

Next

Example of verification email in your Inbox:
Today

® Microsoft account team Verify your email address Microsoft accountVerify your email addressTo finish setting up your Microsoft account, we just need to make sure this email addre.. 809 AM

Verify your email address

[ | | Microsoft account team <account-security-noreply@accountprotection.microsoft.com:=
f To: Enyi42_Test@Yahoo.com

Microsoft account
Verify your email address

To finish setting up your Microsaft account, we just need to make sure this email address is yours.
To verify your email address use this security code: 7597

If you didn’t request this code, you can safely ignore this email. Someone else might have typed your email address by mistake.

Thanks,
The Microsoft account team

O & B

Reply, Reply All or Forward
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12. Complete the secondary validation and then click Next

B8 Microsoft
< Enyi42_Test@Yahoo.com

Create account

Before proceeding, we need to make sure a real
person is creating this account.

kﬁg S New
M& Audio

Enter the characters you see

Next

13. Verify your Information is accurate and click Looks Good!

S® Microsoft

Enyi42_Test@Yahoo.com

Is your security info still
accurate?

We just want to make sure this security info is up-to-
date, so we can use it to verify your identity or alert
you if there's ever a problem with your account.

* enyi42_test@yahoo.com

Update now Looks good!

Remind me later

Last Updated: 4/16/2019 © 2018 Comerica Incorporated. All rights reserved. 14| Page



You should now be logged into your personal Microsoft Account Portal

=. Microsoft | Account Yourinfo Privacy Security Rewards  Payment &billing ~  Services & subscriptions  Devices  Family

yan Yan 8 o 0

Enyi42_Test@Yahoo.com Set up a way to pay Earn & redeem points Manage youl

(@ Add a profile picture Payments & billing Microsoft Rewards Devices

More actions Setup > Tell me more > Add a device

Redeem gift cards and codes

Find out how to redeem and load gift cards and codes to your Microsoft account

Learn more >

14. Select an option for staying signed in

B® Microsoft - )
e If this is a private computer,

enyi42_test@yahoo.com click Yes to stay signed in

1 in? - . .
Stay signed in? e If this is a public computer, click
Do this to reduce the number of times you are asked NO to limit the time you are
tosignin. signed in

| | Don't show this again

No Yes

You should now be able to view the encrypted email:

Comerica Bank Secure Message Center

Test Encrypt Sign On

Ehiemere, Enyi C <EEhiemere@comerica.com>
Today, 7:53 AM
Enyi42_Test@Yahoo.com ¥

D PRO790.txt v
1KB

Test Message

B This message was sent securely.
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